Guidelines on
accommodation fraud

How to recognize one?




Dear student,

lately we have been withessing an increasing amount of online frauds

regarding accomodation, especially those connected to social media
platforms. Because Facebook is amongst most widely used approach for

locating victims, we prepared a short guide on how to detect a fraud.

1. Form of ad or apartment offer
Ad or an offer is always very general; no description of district or whether

any faculty is nearby, no actual nearby amenity is given ( for instance
Tivoli park, or bus stop No.6 etc). Commeting is always turned off.
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Instantly available!!! very nice and bright bedrooms with
private bathroom and toilet in a nice flat to rent in the heart
of the city! Kitchen and living room to be shared, a short
walk distance to social amenities, all rooms and kitchen plus
living room are already furnished if interested for more
details leave me a personal message. Pm me



2. Always check the profile

Profiles of these people are usually content empty, with tons of profile
pictures that don't meet in terms of identity. Usually people are not
residents of Slovenia but rather other countries. They are also likely to be
new to Facebook.

If profile is locked, ask for friendship and thoroughly examine the profile.

Example of inconsistent FB profile

- check content ( no real life photos are given)
- person frequently changes name or/ and
his/her photos

- check friendships and personal posts and
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3. Involvement of a third party :

As seen in a facebook post, there is ALWAYS a third party. Third party
IS either given as "my friend, my landlord or my attorney". These three
characters sooner or later appear in the conversation.

The person giving the ad will never directly be the owner or the landlord.
She or he will always direct you to a third party.

[5) Post Photos
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6 hrs -

My landlord has 5 bedrooms flat available for upcoming
students, there are 5 single rooms. The apartment is in the
center of the city. Each single room also has large a window,
There is a large toilet and bathroom in each rooms, In the
Lounge you will find a center table, sofa, big couches,Tv with
cable and dinning area the open kitchen is entirely equipped
with every kitchen utensils. Kindly Contact:
michalakmarta72@gmail.com

oy Like

Ganiyu Nofisat Oyinkansola turned off commenting for this post.
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The given example contains all the necessary alert giving points, from
form and content of the ad to turned off commenting and fake profile.
However the email is given. Read on what will happen once the contact
IS made by email.



4. Email correspondence

Once communication is established, the person who made FB post will
appoint you to his/her friend or landlord who owns the accomodation and
you will continue to chat with the "owner". The "owner"/"landlord" is
usually non-Slovenian resident who is employed in another country and
absence the main reason is for renting the apartment. He/she will want
to know more about you and how serious you are at intention of renting
and will immediately propose a tenancy "contract" which will imply a
rather high amount of deposit up front to a new person involved, usually
an attorney from another country. This way you have at least three
people in a scam chain :

Person who posts on FB and appoints you further to a "friend landlord"
"Landlord" from anorher country who owns the appartment

"Attorney" whom you deposit money to

Please see the example of such correspondence bellow.
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Gesendat: Montsg, 2. Qktober 3007 30:26

date of bith: OF.04.1996 An: Nom Hofer<hnadod @ medme.at-

Betraff: Re: AW: Rooms in Ljublara

addmss; Mawilwowd 5, 85101, Batslva, Skwakia
Hi,
telephone: +421 911 086 200
As | sai egdieri'm a busy type. Matue of my wark doesn't permit me much time onsocal networs.
e-mail address: miencesoval @8 mail.oom Hem & the easiest plce |assum you can easily mach me.
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Full eme: Mom Hofer My phone numbsr would be 0S1E50450

ate of bith: 20% april 1996 “iou can call me amytime.

address: Umemain 6, 6167 Melstit, 4stia The girl from slhwakia would only &y for 2months. s ths a pmobkm?
Telkphone: +HO0FEE 518 50 450 Hope o hear fmm you soon

&=l address: hnalel @ moidme at Mo

onhon, Oct 2, 3007 at7:34 PM, Mo Hofer <hndlsd @ meidme at- wiote:

Cate of moving in: 5% of October 2007 Hello G

Date of moving out: 31+ of Bnany 3018 obay lunderstand that. | would like to sham the double mom with a gid from Skwakia. | will send

wou herdemik a5 500n a5 1gettheam.
when will be the soonest that we could move in?
bate of moving in woul be &8s s00nas possible. So maybe amund the 5* of October 2007, Cate of
Somy, that | leve to askagain — but | fEve to know it becawse | lEve to tell the owner of the hostel. mawving out & the 1% of Bruarn 205,

Right now | stay ata Hoste| with the addmss: Mak ylkg 8, 1000 Ljublpre
My address at home &: Wmemgin 6 6157 Mentift Austra
Thank youa kotall the bestand many wihes Please find the copy of my passport atached.

Mo and Martine L) “iou can send me the Amement fmom your family Buyer as soonas you lve it and | will senitand
send it back to you.

one question: when could | move in?

Thanks a kot



5. Lease agreement

Always ask either for a form 0.71 ( can be bought at any office supplying
store) or for standard tenancy contract which includes accurate address
and if necessary, ask for a cadastral number of property. You can also
simply check on a street view whether property exists.

Also ask for photos of the property and rooms.

Contract should also include owner's full name, surname, current
address and other details.

Each property in Slovenia has its cadastral number from which its rightful
ownership can be checked in register. It is also important that you are
well aware how difficult and complicated is for foreigners to purchase a
property in Slovenia whwre each such purchase is regulated by several
laws ( ZUvza) . For that reason it is unlikely that someome from France
has a friend from Turkey who rents out his/her apartment in Slovenia and
wants a deposit to a attorney who lives in Turkey.

If security deposit is to be paid, the account given should be Slovenian
with initial numbers and letters : SI56 .

Do not fall for a false IDs or similar documents as they can be easily
forged.

Please see an example of a fake lease agreement enclosed and notice
the inconsistency of fonts, letters, composition and overall appearance.



LEASE AGREEMENT

Ljubljana Apartment Tenancy Agreement Form

Peikovikovo nabrezie 97, hliana, Slovenia
This Lease dzreement [“Lease™) is enteredby THEFROND MAWON MARIE and
between HO N, - *“T=nant™
O the 3% of October, 2017, Landlord and Tenant may collectivelybe referred to as the
“Parties”. This Lease creates jomt and several Liability in the case of nmaltiple Tenants,
The Parties agree as follows:

FEEMIZES: Landlord hereby leases the Premises located at Pethovikovo nabregie 92,
1000 Ljdbliana, Slovenia,

LEASE TERM: The lease will start on the Sthof October, 2017, to 31st of Tarmary, 20158,
Wit : ; 1

LEASE PAYMENTS: Tenant azrees to pay to Landlord as rent for the Prerises the
amcunt of 450 Fure {F“Rentwhichincludes allbille and public utilities) e ach Month
in adwance anthe first day of each month at If the termofthis lease does not start onthe
first day of'the month orend on the last day of amonth, the rentwillbe prorated
accordingly,

LATE CHARGES: If any amcunt under this lease is more than 30 days late, Tenant
agrees to pay alate fee of 20 Euxe. Such late fee shall be the only inderuutywhich the
Landlozd shall be entitled to for the delayed payment, to the exelsion of any other
measure, e.g. forferture of the security deposit.

SECURITY DEPOSIT: 4t the sizning of this Lease, Tenant shall depositwith Landlord,
in trist, a security deposit of 450 Euro (which shallbe refunded hack to tenant agat
the time tenand (he/she) iz e turning keyz back o landloxrd} as security for the
performance by Tenantofthe termns under this Lease and for any damages which ave
proven to have been cansed by Tenant, Tenart s farmily, agents and visitors to the
Premises huing the term of this Lease. Landlord will use of the security deposit to repair
any damage to the Premuises cansed by Tenant, Tenant’s family, agents and visitors to the
Premises. Howewer, Landlord is not ust lirnited to the semurity deposit arnoant and
Tanant remains liahle for anybalance . Conversely if there is a balanee in faveur of the
Tenant, Landlord will promptly returmn same to Tenant. In any event, Landlord nmast
provide invoices supporting the repair costs inmured. Tenantshallnot apply or deduct
any portion of any security deposit from the last or any month's rent. Tenant shall not use
or apply any sach security deposit at any time inlien of payment of rent. If Tenant
breaches any terms or conditions of this Lease, Tenant shall forfeit any depasit, as
pernutted by law, unless Landlord has othenaise been indemnified for thebreach.

DEFAULTS: If Tenant fails to performor fulfil any oblizationunder this Lease, Tenant
shall be in defanlt of this Lease. Subject to any statate, ordinance or Law to the contrary,
Teanant shall haws seven (7] days from the date of notice of defalt by Landlord to oure
the defanlt. In the event Tenart does not cure a defanlt, Landlord may at Landlord’s

option () cure sach defalt and the cost of rach actionmaybe added to Tenant™s
financial oblizations under this lease, or (b) declare Tenant indefault of'the Lease, Inthe
event of defanlt, Landlord may also, as permmitted by Laar, re-enter the Prennses and re-
take possession of the Premises. Landlord may, at it"s option, hold Tenard liable for any
difference betareen the rent thatwould have been payabls under this Lease during the
balanee of the unexpired term, if this Lease had contirmed in foree and any rent paidby
any successive Tenant if the Premises are re-let, Landlord being obliged touse his best
endeavours to re-let the Prenmses. In the event Landlord isunable to re-let the Prentses
during any rematung term of this Lease, after defanlt by Tenant, Landlord may at its
option hold Tenant hiahle for the balance of the unpaid rent under this Lease if' this Lease
had contirmed in foree. The faihire of Tenants or theirguests or invitees to complywith
any termofthis 4greement is grounds for termination of the tenarey, with appropriate
notice to Tenards and procedares as required by Lo,

QUIET ENJOYMENT: Tenant shallbe entitled to quiet enjoyment of the premises, and
Landlord will not interfere with thatrizht, as long as Tenant pays the rentin a timely
mannar and performs all other oblizgations under this Lease.

POSEESSION AND SURFENDEER. OF PREMISES: Tenant shallbe entitled to
possession of the Premises on the first day of the Lease Term. At the expimton of the
Lease, Tenant shall peaceably aurender the Prexuses to Landlard or Landlord’s azent in
good condition, as itwas at the commencement of'the Lease, reasonablewear and tear
excepted.

TTEE OF PEEMISES: Tenant shall onlyuse the Premises as a residence. The Premises
shall notbewsed to carry on any type of business or trade, without priorwnitten consent
of the Landlord. Tenant will complywath all laars, rales, ordinances, statates and orders
regarding thause of the Premises

QCCUPANTS: Tenant agrees that no more than baro persons may reside on the Prenuses,
without priorwritten consent of the Landlord.

CONDITION OF PREMISES: Tenant has not been able to inspect the room, Prenuses,
the fiwhares, the sronnds and the building as awhole but tenant hasbeen sent a piebure, if’
the room the landlord send to the tenant is difference fromwhat the tenant sees when
hefshe armives, the land lord shall refimd the depasit and the first month rent to the tenart
inutediately. Anyexisting damnagzes shall be identified jointlyby the Landlord and the
Tenant at the beginning of the rantal period; Tenat shall not be lisble for sch damagzes
torerards the landlord. If at any timme daring the term of'this Lease, in Tenant’s apinion, the
conditions change; landlord shall promptlyprovide the tenant deposit and the rent
inunediately.

ASSIGHMENT AWND SUBLEASE: Tenant shall not assign or sablease any interest in
this lease without priorwmtten consent of the Landlord, which consent shallnot be
unreasonablywithheld. Lny assigrment or niblease without Landlord s waitten prior
consent shall, at Landlord’s option, terminate this Lease.

DANGERCTUS MATERIALS: Tenant shall not keep or have onor around the Prenuses
any item of a dangerous, flammable or explosive chararter that might unre asonably

In case of any additional doubts please contact us for help at

tutor@erasmusljubljana.si

Rs
#YouOnlyLjubljanaOnce LILBLIANA
LINIVERSITY




